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Notes and Action Items Day 1 and 2: 2/26/20 – 2/27/20
FAA Attendees:  PMO, AGC, AUS, AIT, ASH 
Industry Attendees: Airbus, AirMap, Amazon, Intel, OneSky, Skyward, T-Mobile, Wing

[Bullets indicate points the FAA made in connection with the TIM presentation and discussion topics. Points made by cohort participants are labelled “Industry”.]

Actions: 
	Action
	Assigned
	Due Date

	Be prepared to present/discuss ASTM standard in depth, focusing on those areas that map to the concepts presented by the FAA.
	Cohort
	March TIM

	Bring questions about the ASTM standard
	FAA
	March TIM

	Investigate how LAANC Rules and RID Rules overlap.
	FAA
	March TIM

	Discuss public dating sharing and the standard.
	Cohort
	March TIM

	Better define the government use cases of the baseline stream.
	FAA
	March TIM

	Define what is the need for emergency status field in the baseline stream?
	FAA
	March TIM

	Send implementation ideas for the baseline stream.
	Cohort
	March TIM

	Consider using the same OAuth that is used in LAANC (Non-VPN, OAuth based, non-SWIM).
	FAA
	March TIM

	Consider automated onboarding and continuous verification
	FAA
	March TIM

	Consider RID and LAANC onboarding simultaneously
	FAA
	March TIM





Framing the TIM and “Ground Rules”
· Any comments on the proposed rule need to go to the docket, these TIMs will not discuss the NPRM.  Basis of discussion will be RID ConUse document.
· The goal for this year is to figure out the first version of network Remote ID, not strategic deconfliction or other UTM efforts
· The FAA aiming for draft USS Rules early May and onboarding period will be in late Fall CY20
· Plan for monthly meetings (TIMs) until December



Topic: ConUse Overview
· FAA views Remote ID USSs as independent from LAANC USSs. An organization may be both.
· The TIMs will build on the ConUse. The ConUse is the source reference document for the cohort’s work this year. Note that the ConUse is separate from the NPRM.
· Cohort will discuss how data is protected and shared in this concept.
· Presented and discussed ConUse scenarios as they relate to network Remote ID, specifically the link between USS and FAA.

Industry: Recommend that there is a consideration that government pays for some historical data requests. There are examples of this in other telecom areas.  

Industry: Does the FAA see the role they play in data sharing between USSs? 
FAA Response: The FAA does not expect to be an intermediary for data between USSs. The FAA may provide authentication and authorization services to support the exchange. 

Industry: Why a group this size and why these players?  
FAA Response: The cohort was selected based on their RFI responses and various considerations, including a workable group size and composition.

Industry: Why are there no government security partners here? 
FAA Response: ASH is here representing the government security partners. 

· An underlying concept is that the source Remote ID information is public information. Everything happening on the FAA back-end is addressed in public SORN documentation. Most everything will go to federal security partners and law enforcement if they ask for it.  By virtue of operating in U.S. airspace, data can be shared with government security partners. 
· Assume that FAA will do correlation to other information it holds.
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FAA Response: All the Systems Of Records Notice (SORN) address what can be provide to the public.

Industry: What will future versions of RID look like? 
FAA Response: The immediate focus is on functionality for 2020. Likely need a few years with iterations for additional capabilities (i.e. queries, subscriptions, session IDs). 

Industry: Concern about the burden of onboarding checkout for USSs.
Industry: Recent LAANC checkout has been far less painful (getting better). 
FAA Response: Unlike LAANC, Remote ID does not fundamentally include a UI. This should make onboarding less difficult and potentially more automated.

Industry: Where does the ConUse end?  The network concept demands some level of interface between the USS and the vehicle, and we don't have any manufacturers.  Which governing body will address this?  Move to industry or not. Concern that there is a need for standardization and control on this side.  

Industry: What happens when there is an FAA outage? How will the operator still have Remote ID services? 
FAA Response: The USS only needs to attempt to send baseline data to the FAA; if the FAA is unresponsive, it’s not the USS or operator responsibility and the operator can continue to operate.

Industry: Recommend session IDs this year as a feature from the start, believe that this is a huge benefit to provide to operators and manufacturers.
Industry: Cohort agreement. 
FAA Response: Policies would have to be put in place. Need to make sure there is bandwidth to do it.

Industry: Do you see the FAA recognize a commercial standard as an MOC between vehicle and USS in the UTM standard? 

Industry: Why is baseline stream useful to FAA and law enforcement, especially if law enforcement in scenario really wants the higher fidelity data.  
FAA Response: The FAA determined to start with a low bar for entry (baseline stream should require less resources than high-fidelity data). The capability could evolve in either direction after this initial start. Regarding use of baseline stream, interagency partners and inspectors ask for general awareness information all the time (who is flying, where, etc.).  Unlikely that this is where we land as a permanent data delivery. Understood that Counter-UAS will need a higher fidelity feed one way or another.  

Industry: Why does the FAA care about the connection between the phone on the drone? 
FAA Response: The specific implementation is not important but need to make sure there is some viable concept for drone to share data with the USS. 
Industry: Suggests other ways i.e. wireless networks. 

Industry: Suggest having some interface that can be used to simulate vehicles in the onboarding test process. The FAA can simulate the data to USS systems. But it’s also important to have actual vehicles in operation for 2020 in order to achieve success.

Industry: Does there need to be a validation of the drone data?  
FAA Response: Not in general, it’s assumed it's accurate, but some protection against spoofing etc. is needed.

· Government users want baseline stream and need information like this constantly.  If we don't have baseline stream and awareness, how does FAA or government security partners know what to ask for?

Industry: Wants FAA to help authenticate USS to USS communication.

Industry: Where does law enforcement fit in to connection?  If USSs aren't in communication with one another, does the public feed fall apart.  All USSs need to be able to exchange information.  

Industry: What value is public data to law enforcement; they want a smartphone app that they can open and go right away.  
FAA Response: Public data has some value but yes, they want more. FAA doing this work separately from the initial work of the cohort.

Topic: RID Exchange (RIDEx) Overview

Industry: RID trial demonstrated some type of knowledge function for local law enforcement.  
FAA Response: FAA concerned about any discussion of operator education and law enforcement education.  FAA working on it but doesn't want to address it here.  Baseline assumption is all operators know and follow rules, as does law enforcement.

· FAA would get a constant baseline stream by default from each USS as a push-type data exchange. 
· Supply Remote ID info to the public is separate from the baseline stream and does not go through FAA. 
· This is where we are going to start the network Remote ID work.
· Expect options for future capabilities – but for now we are trying to get capabilities to Remote ID users by early next year.

Industry: Concerned that a USS cannot achieve an availability of 99.9%. 
FAA Response: The 99.9% is for the overall operator access to Remote ID, it could be achieved via the failover (roaming) mechanism.
Industry: Recommends achieving this availability and ignoring fail-over. Concern that USS can or cannot meet 99.9% availability – does it matter? Some USSs plan to manage private fleets, they can handle it internally if they are down.

Industry: Concerned about planning for data integrity. 

Industry: [Concerning application principles presented] Are these principles to be imposed on USS architecture as well, or does FAA care? 
FAA Response: FAA doesn't care as long as applicable contracts are followed. These principles are presented for collaboration and shared objectives.

Industry: Why is the baseline stream needed? Why not use InterUSS – have the FAA be a node like other USSs – and not have a standing data feed? Why get all license plates when you can selectively get the ones you need?
FAA Response: InterUSS appears promising for UTM and certain use cases, but it’s not sufficient for anticipated government Remote ID uses. Baseline stream is planned for initial 2020 work.  

Industry: No discussion of what the operator needs.  In order to get a baseline stream, we need someone to opt in so how does the schedule line up for this?  FAA dancing around topic of Rule finalization. USSs don't want to invest if this is only a technical paper exercise or something that doesn’t go live. 
FAA Response: Need to work out details, and FAA is considering ways to encourage early adoption. Even if adoption is limited, nothing prevents willing volunteers from doing a task.

Industry: There is a DAC tasker to look at some incentivization for willing volunteers.

· Session ID could be added this year, per earlier feedback – FAA will consider
· Supplemental information presented (such as connection status), at least discuss

Industry: Suggests examining the ASTM standard for data formats and don't make new ones unnecessarily.  Copy the same JSON formats and follow API spec in published standard. Use RESTful APIs. 
FAA Response: Want to use that standard for the public data sharing, perhaps other aspects – will take back and consider.

Industry: What about intent information? 
FAA Response: Not in scope for this work, but maybe in the future.

· USSs will need to be able to do both functions (baseline stream and general public information) to be approved. 

Industry: Can we charge for public data sharing? Will this be in the rule or the MOA? 
FAA Response: FAA will define requirements in RID USS Performance Rules.

Industry: Clearly define what RID data is so we don't have problems (like on LAANC) in the future. Be clear with terminology, make sure that RID service doesn’t hinder from promoting other services. 

ACTION: Cohort – be prepared to present/discuss ASTM standard in depth, focusing on those areas that map to the concepts presented by the FAA. 
FAA to bring questions about the ASTM standard.

Topic: Baseline Streams

Industry: Recommend correlating session IDs to serial numbers.

· Baseline stream report could be triggered by a maximum time since last report (nominally 1min) or maximum distance (nominally 100ft).

Industry: What is the fidelity of position report for baseline stream because the use case isn't clear.  What does the special feed gain for the added complexity?  Why does FAA not adopt a tile model and possibly offer much less fidelity and precision.  

Industry: The maximum distance idea adds complexity by adding state information in generating the baseline stream. That’s an undesirable resource (computing) load.

Industry: Prefers a standing 1 min, preferred over 1 sec, without variations.  

· FAA also want to help maintain the value added of USS. The 1-minute update was decided by FAA to provide some awareness of who's flying but not going to answer all questions.

Industry: Why not just address the start and stop time of a flight, not any of the position reports?

Industry: Is there a possibility of starting with on-demand stream rather than baseline stream and moving to baseline later?

Industry: If the operator has a UAS that’s less than .5 lbs flying Part 107 in a controlled airspace they need authorization, does USS need to mention that they need to comply with Remote ID rule? Need to think about how things overlap between RID and LAANC. Need to understand the use case to put in the rules.

Industry: Overall requirements for latency – best way to test is from into USS to out of USS. Brings it back to question of UAS-USS interface.
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ACTION: Next meeting discuss public dating sharing and the standard. 

Industry: Need to clarify if baseline stream must be retained in a separate way from the high-fidelity source data. Once the FAA has data, why do USSs need to retain it?
· One of the drivers for 6 month planned retention requirement is connection to the enforcement period 

ACTION: FAA to better define the government use cases of the baseline stream.

Day 2: 2-27-20

DAC Meeting Incentivizing RID equipage and USSs
· Period 1: NPRM to Final Rule and industry consensus standard exists 
· Period 2: Final Rule to having an MOC, starts with USSs (December 2020) and Final Rule (date TBD)
· Period 3:  FAA accepted standard to comply and NPRM compliance date with the rule – after publication

Topic: Baseline Streams cont’d

Industry: Emergency status? What’s your roadmap? 
FAA Response: The goal is to include emergency status in the first year. Open to industry input on format/contents.
Industry: Suggests making it like the safety justification field as like LAANC.

ACTION: FAA to define what is the need for emergency status field in the baseline stream?

· Initial FAA estimates for baseline stream, USS to FAA, are not excessive – ballpark less than 1Mbps.

Industry: Bandwidth may be higher because some recommend doing everything at the 1 min mark (a NAS-wide snapshot). So, much higher bandwidth during a few seconds out of the minute. 
Industry: Need to consider.  Some suggest best effort on USSs to make 1 min or more often, depending on their processing loads and make the FAA ready to accept.  
Industry: Recommends fault tolerance to ensure that we receive messages or are prepared for bursts. What is the risk analysis for the system, risk of lost data, what is tolerance to data loss? FAA system needs to be prepared for data bursts and may get same message multiple times, depending on how USS systems are distributed and made redundant.
FAA Response: For this data exchange, tolerance for lost data is relatively high. Delivery does not need to be guaranteed. 

Action: The cohort to send implementation ideas for the baseline stream.

Industry: Cohort consensus that keeping implementation lightweight is a priority for this year. Since it’s not clear how it will evolve and who will adopt early, keep the investment required minimal. Even if simplified first iteration is replaced in the future.
Industry: USSs don't expect to make money off RID.  It can be bundled with things that can be charged for, but generally don't think that this will be revenue-generating.  Expectation is that manufacturers will be incentivized to be USSs, not create a market competition for the USS arena.  Concern is that either user can pay or that manufacturer can pay, and therefore little expectation that anyone will go to a standalone USS.
Industry: Major concern: the USS concept proposed in rule will not work for business reasons.  USSs see a need to realize revenue within 1-2 yrs to be viable.  If operators want to become USSs, their model makes sense just for their own flights.  Many see high volume of flight hours as key metric for revenue generation.  When will that occur in Remote ID? 
Industry: Investment perspectives on this include: 
· global market view (create alternative to all-government approach) 
· supporting other services like air taxi
· RID as a pillar for UTM and C-UAS 
· services to end users like operators and public safety personnel
FAA: Encourage all to comment on the rule as appropriate.


Topic: Authorization & Authentication

· FAA will be provider of authentication services (HA), and USS to USS authentication can occur within some constraints (services not overloaded).

Industry: Recommends using the same OAuth service as LAANC, don’t want new authentication providers. Cohort generally agreed.

ACTION: FAA to consider using the same OAuth that is used in LAANC (Non-VPN, OAuth based, non-SWIM).

Topic: Service Monitoring & Analytics

Industry: Generally, dislikes the statistics exchange that exists on LAANC. No LAANC USSs are using FAA O&M endpoints right now, except for FAA health and versions endpoints. Industry: What do you need and why? (Use cases) FAA needs to do discuss what the need is for service monitoring and analytics

Industry: Proposed validation of a data injected into USS for testing. This can be an opportunity to improve onboarding.  

ACTION: The FAA to consider automated onboarding and continuous verification.
ACTION: The FAA to consider RID and LAANC onboarding simultaneously.

· The goal is to log any data concerning the Remote ID function

FAA: Will you get raw data from UAS?  Do you see that depending on what manufacturer does? That it would not be raw data but rather be a specifically Remote ID feed?
Industry: Note that often a USS might get raw data from the UAS and convert the data into different data sets, one of which is Remote ID data.

Industry: USS are already collecting data; would like all data to be on the same level of precision for all services. Generally want manufacturer to send the data once. 
Industry: Example – DJI has SDK [software development kit] to access UAS data. Subscribe then convert SDK to support for RID. 
Industry: If you ask us to save all data from RID: (telemetry); having clear boundary for what is needed and what is not is important. 
Industry: There are a other functions USS can support, if the USS is already sending RID formatted data then FAA should receive it; standardization of the data format is a good USS function; it is one of the main points for having USS. 

Topic: Reliability RIDEx
· Interoperability complexities with UAS types
Subtopic: Intermittent Service
Industry: Value interoperability but perhaps not advocate for 2020, support roaming approach. Could be taken into ASTM standard but not currently there. Currently, roaming in the telecom world is a contract between carriers and likely even no indicator to operator. 
Industry: Recommends offering a high reliability and a low reliability service.  Recommend using this as a business opportunity rather than as an FAA requirement.
Industry: Security operators need a high availability connection.
Industry: Also, should consider cross-border operations – failover could support international harmonization.
Subtopic: Anti-Spoofing
Industry: ASTM standard has validation, but it assumed that USS would have pilot information, such as license, registration, and serial number. Without access to that data, USSs cannot do those checks. Possible that it could be done on a large scale but not on a small scale.
FAA: Start with simple approaches to deliver anti-spoofing. Look for large flooding, repeated serial numbers, behavior not acting like a drone, etc.
Industry: Wants validation of registration information and pilot certification, not FAA giving data, just USS checking with FAA.
Industry: Can also do a pilot ID verification from the FAA.
FAA Response: Willing to consider but may not be in v1.
Industry: Cellular layer validation could accomplish this but generally don't want to tie this concept to cellular, which is not intended or desired.
Industry: Advocates for future sharing of registration data from FAA to USSs, which is what other governments are doing.
Discussed including in March Meeting:
· Baseline Stream Implementation
· F38 Standard – what can be applied to 2020 work
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