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CERTIFICATE AS TO PARTIES, RULINGS, AND RELATED CASES
A.

Parties and Amici: The Petitioners are Tyler Brennan and

RaceDayQuads, LLC. The Respondent is Steve Dickson in his
capacity as Administrator of the Federal Aviation
Administration. To date, there are no amici or intervenors in
this case.
B.

Ruling Under Review: The ruling under review is a final

rule of the Federal Aviation Administration titled Remote
Identification of Unmanned Aircraft and published in the Federal
Register at 86 Fed. Reg. 4,390.
C.

Related Cases: To counsel’s knowledge, there are no related

cases before this Court or another court of competent
jurisdiction.
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JURISDICTIONAL STATEMENT
This Court has jurisdiction pursuant to 49 USC 46110(a),
which provides for judicial review of orders of the
Administrator of the Federal Aviation Administration (FAA) in
the United States Court of Appeals for the District of Columbia
Circuit upon petition filed within 60 days of the order’s
issuance. In this case, FAA issued its order in the form of a
final rule published on January 15, 2021. Mr. Brennan and
RaceDayQuads LLC filed their petition for review with this Court
56 days later on March 12, 2021.
STATEMENT OF ISSUES
I.

Whether the final rule violates the Fourth Amendment.

II.

Whether FAA Arbitrarily and Capriciously relied upon
undisclosed ex parte communications, or else failed to
consider relevant information and to explain or support
changes in the final rule.

III. Whether the final rule was a logical outgrowth of the NPRM.
IV.

Whether FAA Failed to Comply with the Statutory Requirement
to consult with RTCA and NIST.

V.

Whether FAA Ignored Significant Comments.
STATUTES AND REGULATIONS

Pertinent statutes and regulations are set forth in Addendum A
(Add. A).

1
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STATEMENT OF THE CASE AND THE FACTS
For many decades, small Unmanned Aircraft Systems (sUAS),
including model aircraft, were flown safely with little
restrictions.1 In 2007, FAA distinguished between commercial and
recreational UAS, implementing regulations governing only
commercial UAS. See Unmanned Aircraft Operations in the National
Airspace System, 72 Fed. Reg. 6,689 (Feb. 13, 2007). In 2012,
Congress explicitly stated that FAA “may not promulgate any rule
or regulation regarding a model aircraft[.]” FAA Modernization
and Reform Act of 2012, Sec. 336, 126 Stat. 77 (2012).2
Nonetheless, FAA began regulating model aircraft in 2015. See
Registration and Marking Requirements for Small Unmanned
Aircraft, 80 Fed. Reg. 78594 (Dec. 16, 2015); Taylor v. Huerta,
856 F. 3d 1089 (D.C.Cir. 2017) (vacating the rule because it
violated Congressional directive); National Defense
Authorization Act of 2018, 131 Stat. 1611 (2018) (restoring
vacated rules).
Setting the stage for the current rulemaking, in July 2016,
Congress instructed the FAA Administrator, “in consultation with

1

For purposes of this case, model aircraft are unmanned aircraft
flown for recreational purposes. “Drone” is a term used to refer
to all types of unmanned aircraft. UAS refers to the drone and
the controller on the ground and the system in place that
connects them.
2
The current provisions for model aircraft are codified at 49
U.S.C. 44809.
2
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... the President of RTCA, Inc., and the Director of the
National Institute of Standards and Technology” (NIST), to
convene industry stakeholders in developing standards for
remotely identifying operators and owners of UAS and to “issue
regulations or guidance, as appropriate, based upon any
standards developed.” FAA Extension, Safety, and Security Act of
2016 (FESSA) Section 2202(a), 130 Stat. 629 (codified at 49 USC
44802 note “UAS Safety”); Add. A p. 3. Rather than convene an
open, transparent, and neutral Aviation Rulemaking Advisory
Committee (ARAC), in May 2017, FAA handpicked participants for a
Remote Identification Aviation Rulemaking Committee (ARC), the
majority of whom stood to benefit financially from the rule,
with little evidence of involvement by recreational operators.3
In addition, FAA has shown no indication it consulted with RTCA
or NIST as required by law. See FAA Aviation Rulemaking
Committee Charter,
https://www.faa.gov/regulations_policies/rulemaking/committees/d
ocuments/media/UAS_ID_and_Tracking_ARC_Charter_Membership.pdf.

3

ARACs are subject to the Federal Advisory Committee Act while
ARCs are not. See 49 USC 106(p)(5). “Only industry leads the
ARAC, subcommittees, and working groups.” while “FAA co-lead[s]
the ARC.” Federal Aviation Administration, ARM-001-015, The
Office of Rulemaking Committee Manual, p. 11,
https://www.faa.gov/regulations_policies/rulemaking/media/Commit
tee_Manual.pdf. “ARAC and subcommittee meetings are open to the
public.” while “ARC meetings are closed to the public, unless
the ARC decides otherwise.” Id.
3
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On New Year’s Eve 2019, FAA published the Remote
Identification of Unmanned Aircraft Systems NPRM. JA 125-211.
The proposed rule was extremely broad, regulating drone
operation, design, production, documentation, and manufacturing.
The Remote Identification regulations were proposed to apply to:
(1) persons operating drones registered or required to be
registered under parts 47 or 48, meaning all non-recreational
drones and recreational drones weighing over 250 grams; and (2)
persons operating foreign civil drones in the United States. JA
130, 203. Remote Identification is necessary, according to the
NPRM, “to ensure public safety and the safety and efficiency of
the airspace of the United States.” JA 126. FAA indicated that
Remote ID would provide data that could be used for “advanced
operational capabilities (such as detect-and-avoid and aircraftto-aircraft communications…),” comprehensive UAS traffic
management (UTM), and to provide “airspace awareness” to FAA,
national security agencies and law enforcement entities to
identify potential safety or security risks. Id.
The proposed rule set out three UAS categories that would
be required to comply with Remote ID:
(1) Standard Remote Identification UAS are those capable of
connecting to and transmitting information through the internet
as well as broadcasting directly from the drone. For such UAS,
the following information must be broadcast from the drone to
4
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the public via unlicensed FCC frequencies and transmitted from
the handheld controller over the internet to Remote ID UAS
Service Suppliers (USS): the GPS derived latitude/longitude and
barometric altitude of the ground/handheld controller, which is
most likely in the hands of the pilot; the drone’s latitude,
longitude, and altitude; a time mark in Coordinated Universal
Time (UTC); and the drone’s serial number or session ID assigned
by a Remote ID USS. JA 132. The accuracy of the coordinates of
the drone and the ground/handheld controller must be within 100
feet with 95% probability and the altitude must be within 20
feet. JA 164. The drone and ground/handheld controller must
transmit at least one message per second and the system must not
have a delay of more than one second. Id.
(2) Limited Remote Identification UAS are those incapable
of broadcasting, but designed and produced to restrict
operations to no more than 400 feet from the control station.
For these UAS, the controller must transmit the same
information, minus the drone’s latitude, longitude, and
altitude, only over the internet to Remote ID USS. JA 128.
There were no broadcast requirements and the drone would have to
be operated no more than 400 feet from the ground/handheld
controller. Id., JA 165. The same accuracy and frequency of
transmission requirements apply. JA 164-65.

5
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(3) UAS Without Remote Identification Equipment comprise
the third category. Those UAS can be flown only at an FAARecognized Identification Area (FRIA), JA 172, a concept never
mentioned or proposed by the Remote ID ARC. Only an FAArecognized community based organizations (CBO) can apply to
establish a FRIA; flyers cannot request their own private
property be recognized.
The comment period was open from the NPRM’s publication on
January 1, 2020 through March 2, 2020. Although the FAA received
requests for an extension of the comment period, FAA denied all
requests, citing the need to address public safety concerns
without delay in promulgation of the rule. JA 423-25.
FAA received approximately 53,000 comments, many from
individual recreational flyers, expressing a variety of
concerns. These included pointing out how the NPRM was in
violation of the 4th Amendment, the Commerce Clause, and the 5th
Amendment; failed to comply with FESSA Section 2202; relied upon
improper numbers; lacked a safety justification or benefit; and
increased safety risks for drone operators. J.A. 778-1082.
While the comment period was still open, FAA initiated a
Remote ID Cohort of eight companies4 to support FAA in developing

4

The companies, each of which stood to benefit financially from
Remote ID, were Amazon, OneSky, Intel, an Airbus subsidiary, TMobile, a Verizon subsidiary (Skyward), a subsidiary of Google
(Google Wing), and Airmap
6
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technology requirements for Remote ID. Memorandums of
understanding (MOUs) were signed with each company before the
comment period closed and the first of five FAA-facilitated
cohort meetings occurred. See FAA’s Data Exchange for Remote
Identification Cohort Documents (“Cohort Documents”),
https://www.faa.gov/foia/electronic_reading_room/, “UAS Remote
ID Data Exchange Cohort”.5,6 FAA did not inform the public of the
Cohort’s existence until after the comment period had closed.
See FAA Press Release,
https://www.faa.gov/news/press_releases/news_story.cfm?newsId=24
956.
Members of the public attempted to submit comments and
inquiries about the Remote ID Cohort because of the apparent
relation to the rulemaking. FAA blatantly refused to accept
them, proclaiming that “the Cohort is not part of the decisionmaking process for the proposed Remote ID rule final rule.” Add.
B p. 1.7

5

Petitioner requested this information be added to the
Administrative Record. FAA refused on the basis that no Cohort
information was relied upon by FAA in the rulemaking. See Add. B
1-12. However, after Petitioner’s request, FAA posted the Cohort
documents in its FOIA Reading Room website. See Add. B p. 12;
https://www.faa.gov/foia/electronic_reading_room/, “UAS Remote
ID Data Exchange Cohort.”
6
Perplexingly, the publicly available version of documents are
missing dates, for example, dates on the MOU signature page are
gone. cf. Cohort Documents p.42 and Add. B p.16-17.
7
Although judicial review must typically focus on the
administrative record, Petitioner has submitted additional
7
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Because FAA did not disclose information relating to the
Cohort in the docket or allow public participation during the
rulemaking, Petitioners learned of the true extent of the
Cohort’s involvement only in documents obtained subsequently
through Freedom of Information Act (FOIA) requests. The MOUs,
textually identical other than names and dates, outlined
extensive collaboration and problem solving between FAA and
Cohort stakeholders toward the development of Remote ID,
including to
establish a working relationship between (FAA) and
[company] that will facilitate a collaborative
working environment for the development of a
technical and legal framework for initial
prototyping and testing that will inform a
national capability for Remote ID Unmanned
Aircraft System (UAS) Service Suppliers (UAS)
future of Remote Identification (Remote ID). . .
. to pursue mutual goals and to leverage
resources, expertise and information, to enable
innovation, development and maturation of Remote
ID technology.
Cohort Documents, 38. The MOUs also describe monthly,

in person

meetings to which companies would send representatives who “must
possess the demonstrated capability to cover strategic,
technical, and/or legal aspects of Remote ID.” Id. at 41. During

material in Addendum B and C that are relevant to and
appropriate for the Court’s review here of whether FAA has
considered all relevant factors and explained its decision, as
well as because FAA admittedly relied on information not in the
record. See, e.g. Ctr. for Biological Diversity v. United States
Fish & Wildlife Serv., 450 F.3d 930, 943 (9th Cir. 2006).
8
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at least one of these meetings, FAA said, “there will be a
discussion and Q&A time with an FAA Executive concerning recent
Remote ID strategic decisions.” Id. at 174.
FAA provided Cohort participants with a Concept of Use
(ConUse) document, which further reveals the intended
aggregation, archiving, and searching of GPS coordinates by law
enforcement. Id. at 29-32. It specifies that “certain data items
… are always transmitted, in near real time, by the USS to the
FAA” and that “provision is also made for “historical data,”
meaning “FAA could request stored information on any operation
that occurred within the past 6 months… for any reason.” Id. at
30. The document envisioned “fixed receivers around the
perimeter for Remote ID broadcasts...wired to a dedicated
display unit ... which [an officer] can observe in addition to
his web app for network Remote ID.” Id. at 35.
As illustrated by FAA’s following graphic, FAA intended
that all USS would send Remote ID location data to FAA databases
to be searched, monitored, and archived by federal, state, and
local law enforcement. See id. at 11-16.

9
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Id. at 16. FAA even created an image showing how law enforcement
could watch the baseline data in real time, view the on-demand
high-resolution data, or query historical data.

Id. at 32.
FAA minutes from the first Cohort meeting elaborate
candidly that
the source Remote ID information is public information.
Everything happening on the FAA back-end is addressed
in public SORN [System of Records Notice]
documentation. Most everything will go to federal
security partners and law enforcement if they ask for
10
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it. By virtue of operating in U.S. airspace, data can
be shared with government security partners.
Id. at 113 (emphasis added).
FAA’s Unmanned Aircraft System Traffic Management Concept
of Operations Version 2.0 - also not in the record and posted
after the comment period closed - explains FAA plans to use
Remote ID messages “as a means of traceability” when FAA
digitally searches archived data to ensure “needs and safety
objectives are being met. FAA can also use UTM data to notify
federal entities of security threats.“ UAS UTM Concept of
Operations V2.0, p.42,
https://www.faa.gov/uas/research_development/traffic_management/
media/UTM_ConOps_v2.pdf
FAA had other projects going which involved Remote ID, but
as to which the public was not informed or given an opportunity
to comment. FAA paid the New York Test Site and presumably paid
the Mid-Atlantic Aviation Partnership Test Site to test out
Remote ID while both test sites worked with many companies on
these Remote ID projects. Add. B p. 8-13 ; see also UTM Pilot
Program Phase 2, p.7,
https://nari.arc.nasa.gov/sites/default/files/attachments/UTM%20
TIM-Praveen%20Raju.pdf. FAA also had a MOU with a General
Electric subsidiary stating “The parties are committed to

11
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facilitating the standards for . . . Remote Identification[.]”
Add. B p. 14-15.
In September 2020, FAA posted a “summary” of a Remote ID
demonstration conducted at the FBI Academy, listing nongovernmental attendees such as NFL Security, a Remote ID
company, Drone Responders, and Airborne Public Safety
Association.8 JA 775. The summary invited the public to contact
FAA with questions. When Petitioner emailed FAA, FAA responded
by stating it would not release additional information, citing
“statutory limitations that prohibit us from discussing details
of the Remote ID rule,” which “are in place ... to ensure no one
entity is given an unfair advantage.” Add. B p. 7. In stark
contrast, however, the Remote ID demo schedule of events shows
FAA held a Q&A session for the private attendees. Add. B p. 5.
FAA published the final rule on January 15, 2021. The rule
requires all UAS to constantly broadcast extremely accurate GPS
location data of the drone and of the controller at all times in
all locations, without limitation on the use of or access to
such information by the public and law enforcement, unless the
operator has joined a group that hosts an FAA-approved site for
flying.

8

The summary does not include FAA’s Q&A session, which was
discovered when the original FBI demo booklet was obtained via
FOIA request.
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The final rule implemented changes to technological
requirements that were not a logical outgrowth of the notice
provided, including increased altitude accuracy requirements and
a change in sensor technology from that proposed, as well as
completely abandoning Limited ID (for drones incapable of
broadcasting) and replacing it with the concept of Broadcast
Module ID (BMID), which requires attaching a broadcast module to
the drone to retrofit non-compliant aircraft.
Despite FAA’s claim that the Cohort was unrelated to the
rulemaking, the final rule explained that the change to BMID was
based on several challenges with Limited ID identified by the
Cohort. JA 17. Nonetheless, none of the Cohort material was
placed in the public docket and no opportunity for public
comments was permitted.9
FAA also failed to respond adequately or at all to many of
the comments and concerns, particularly from hobbyist drone
operators. These include a failure to justify FAA’s authority to
regulate drones seemingly beyond Constitutional or statutory
authority, those challenging the regulation’s Constitutionality,
those requesting exceptions for small recreational drones and

9

To date, FAA has refused to acknowledge that the Remote ID
Cohort, test sites, or Remote ID demonstration were in any way
related to the rulemaking. Add. C, 4-7, 12.
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more FRIA options, and those challenging the alleged safety
justification.
SUMMARY OF THE ARGUMENT
FAA flagrantly disregarded mandates from Congress, ignored
material comments, including failure to provide any actual
safety justification or authority for the rulemaking,
implemented changes not logically flowing from the NPRM thereby
circumventing required notice and comment, and trampled Fourth
Amendment rights. Far from being a product of reasoned decision
making conducted with transparency and public input, this
rulemaking was a sham.
Although Congress instructed FAA to develop standards for
Remote ID in consultation with RTCA and NIST, there is no
evidence that this was done. FAA has steadfastly maintained that
the Remote ID Cohort, a group of companies formed during the
NPRM’s comment period to assist FAA with developing technology
requirements for Remote ID, was unrelated to the Remote ID
rulemaking. Accordingly, all documents exchanged, meetings held,
and information shared between FAA and the Cohort remained
secret and the public’s attempts to comment or ask questions
were denied, a flagrant violation of the notice and comment
requirements of the APA and DOT rulemaking regulations, or an
arbitrary and capricious failure to consider extremely relevant
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USCA Case #21-1087

Document #1909038

Filed: 08/04/2021

Page 25 of 78

information. It also renders justification for changes in the
final rule implausible.
FAA has presented this rule as necessary to ensure safety
and efficiency in the national airspace, claiming that Remote ID
would be used for things such as detect-and-avoid and traffic
management. A full consideration of all the relevant
information, however, shows otherwise. FAA plainly states the
purpose of Remote ID is supplying necessary data to security
partners, not air traffic, and indicates most everything will go
to law enforcement if requested. FAA needs to call this rule
what it is - a GPS tracking and identification rulemaking properly disclose all of the off-record communications
evidencing the full nature and intent of the rule, allow public
comment and participation in light of this knowledge, and
adequately respond to material public comments and concerns as
required for a proper notice and comment rulemaking under the
Administrative Procedure Act (APA).
As written, the rule blatantly violates Fourth Amendment
guarantees and flies in the face of Supreme Court precedent. In
addition to ignoring Constitutional protections, FAA disregarded
significant public comments and concerns. Among other things,
commenters challenged FAA’s statutory and constitutional
authority to regulate non-commercial drones and non-navigable
airspace; pointed out inaccurate data relied upon in the
15
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regulatory analysis; presented reasonable alternatives to the
excessively broad and burdensome requirements; and questioned
the alleged safety justifications of the rule. FAA did not
respond adequately or at all. FAA also implemented multiple
changes that were not presented for public comment and review
because they were not a logical outgrowth of the NPRM.
The plethora of procedural errors, Constitutional
violation, inexcusable subversive maneuvers to conceal the true
security focus of the alleged safety rulemaking, thus preventing
meaningful public participation, and the failure to respond to
or address the material comments received, render the rule as
promulgated void.
CLAIM OF STANDING
Petitioner Tyler Brennan has standing to bring this claim
because he will suffer a concrete, actual injury in fact from
implementation of FAA’s final rule. As an avid drone user, Mr.
Brennan and his drones will be subject to the requirements of
the final rule resulting in financial loss and 4th Amendment
violations.
Petitioner RaceDayQuads LLC likewise has standing to bring
this claim because it will suffer a concrete, actual injury in
fact from implementation of FAA’s final rule. RadeDayQuads LLC
sells drones and will have to comply with additional regulatory
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burdens under FAA’s final rule and the consequences including
financial loss due to industry’s reaction to the rules.
A favorable ruling from this Court will provide redress by
preventing the injuries from occurring if the final rule is not
implemented.
ARGUMENT
I.

STANDARD OF REVIEW
An agency’s action in promulgating rules and regulations

may be set aside if found to be “arbitrary, capricious, an abuse
of discretion, or otherwise not in accordance with law.” 5 USC
706; Citizens to Preserve Overton Park v. Volpe, 401 U.S. 402,
414 (1971). Under the arbitrary and capricious standard, a rule
will be upheld if it “is rational, based on consideration of the
relevant factors, and within the scope of authority delegated to
the agency by the statute.” Motor Vehicle Mfrs. Ass’n v. State
Farm Mut. Auto. Ins. Co., 463 U.S. 29, 42 (1983). In other
words, agency regulations must be the product of reasoned
decision-making. Ass’n of Private Sector Colleges and Univs. v.
Duncan, 681 F.3d 427, 441 (D.C.Cir. 2012). This requires that
“the process by which [an agency] reaches that result must be
logical and rational.” Michigan v. EPA, 576 US 743, 750 (2015)
(quoting Allentown Mack Sales & Service, Inc. v. NLRB, 522 U.S.
359, 374 (1998)). “[A]gency action is lawful only if it rests
‘on a consideration of the relevant factors.’” Id. (quoting
17
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Motor Vehicle Mfrs. Ass’n of United States, Inc. v. State Farm
Mut. Automobile Ins. Co., 463 U.S. 29, 43 (1983)).
An agency rule is arbitrary and capricious “if the agency
has relied on factors which Congress has not intended it to
consider, entirely failed to consider an important aspect of the
problem, offered an explanation for its decision that runs
counter to the evidence before the agency, or is so implausible
that it could not be ascribed to a difference in view or the
product of agency expertise.” Motor Vehicle Mfrs. Ass’n v. State
Farm Mut. Auto. Ins. Co., 463 U.S. 29, 43 (1983).
When an agency’s rulemaking actions and decisions rest on
the agency’s interpretation of statute, the Court reviews such
interpretation under the standard set out in Chevron U.S.A. Inc.
v. Natural Resources Defense Council, Inc., 467 U.S. 837 (1984).
Michigan v. EPA, 576 U.S. at 751. Likewise, the Chevron
framework guides the court’s review of a challenge that the Rule
exceeds the agency’s statutory authority. See, e.g. Children’s
Hosp. Ass’n of Tex. v. Azar, 933 F.3d 764 (D.C.Cir. 2019).
Chevron provides that if the intent of Congress is clear in the
language of a statute, the agency “must give effect to the
unambiguously expressed intent of Congress.” Chevron, 467 U.S.
at 843. If the statute “is silent or ambiguous with respect to
the specific issue,” however, the Court must consider whether
the agency’s interpretation “is based on a permissible
18
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construction of the statute” and will not give weight to an
interpretation that is “arbitrary, capricious, or manifestly
contrary to the statute.” Id. at 844. A court must reject
statutory constructions “that are inconsistent with the
statutory mandate or that frustrate the policy that Congress
sought to implement.” Southern California Edison Co. v. Federal
Energy Regulatory Com., 770 F.2d 779, 782 (9th Cir. 1985)(citing
Federal Election Com. v. Democratic Senatorial Campaign
Committee, 454 U.S. 27, 32 (1981).
Constitutional arguments are reviewed de novo. J.J. Cassone
Bakery, Inc. v. NLRB, 554 F.3d 1041 (D.C.Cir. 2009); see also
Lead Indus. Ass’n v. EPA, 647 F.2d 1130, 1173-74 (D.C.Cir. 1980)
(“a reviewing court owes no deference to the agency’s
pronouncement on a constitutional question.”).
II.

UNLIMITED REMOTE ID VIOLATES FOURTH AMENDMENT
FAA has stated repeatedly in the final rule and elsewhere

that Remote ID is like a digital license plate in the sky. It is
not. The registration number on the drone is analogous to a
license plate while Remote ID is a GPS tracking device that
broadcasts not just a registration number but GPS coordinates of
the drone and controller that can be monitored and logged by
FAA, law enforcement and potentially others. The sheer
overbreadth of this rulemaking destroys any analogy to a license
plate on the road. The final rule is analogous to requiring all
19
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vehicles, including go-peds and lawn mowers on private property,
to pay for and install GPS tracking beacons for law enforcement
to monitor and archive.
To be clear, Remote ID for recreational drones is very much
appropriate when tied to legitimate safety and security
concerns. But the final rule goes beyond FAA having the data for
safety purposes; it extends the collection and dissemination of
that data beyond the limits of the law and the reasonable
privacy expectations of the public. FAA and law enforcement can
track everyone, everywhere, all the time, without any time or
location constraints. Such overreach into private property and
reasonable expectations of privacy cannot survive Constitutional
review.
A.

The Rule Infringes Upon Reasonable Expectations in
Privacy

The Supreme Court has made clear that use of a GPS beacon
to track private property is a search within the meaning of the
Fourth Amendment. United States v. Jones, 565 U.S. 400 (2012).
Tracking cell phone location without a warrant is likewise an
invasion of an individual’s expectation of privacy in his
physical location. See Carpenter v. United States, 138 S.Ct.
2206, (2018). Similarly, in Riley v. California, the Supreme
Court ruled that police cannot search the contents of a cell
phone without a warrant, specifically discussing the location
20
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history stored inside the phone as personal information
deserving protection from unwarranted disclosure. 573 U.S. 373,
396(2014).
FAA’s rule here intends that Remote ID GPS location data
will be real time monitored by federal, state, and local law
enforcement capable of receiving Wifi or Bluetooth signals. JA.
2 (“promotes compliance by operators of unmanned aircraft by
providing UAS specific data . . . to provide airspace awareness
to . . . law enforcement entities[.]”), JA 38 (“FAA envisioned
that Remote Identification would be broadcast using spectrum
similar to that used by Wi-Fi and Bluetooth devices. . . . The
purpose of this requirement is to ensure that the public has the
capability, using . . . cellular phones, smart devices, tablet
computers, or laptop computers, to receive these broadcast
messages.“). For standard ID, it includes the location of drones
and the even more precise location of the drone operator,
oftentimes determined by cell phone location. JA 118 at
89.305(b)-(c), 89.310(h). This information can easily be logged
allowing for historical location data to be searched by law
enforcement. FAA is conducting a search without warrant,
probable cause, or even reasonable suspicion. Such intrusion
into the sanctity of the dwelling and the expectation of privacy
in cell phone and GPS location data cannot be so easily
permitted by regulation.
21
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Warrantless Search of Curtilage

The final rule’s requirement that recreational drones
broadcast the drone’s and controller’s GPS coordinates while
being operated within the curtilage of private property
constitutes an unconstitutional search. “The ‘very core” of [the
Fourth Amendment’s] guarantee is ‘the right of a man to retreat
into his own home and there be free from unreasonable government
intrusion.’”

Caniglia v. Strom, 141 S.Ct. 1596, 1599 (2021)

(quoting Florida v. Jardines, 569 U.S. 1, 6 (2013)); see also
Lange v. California, 141 S.Ct. 2011 (2021) (quoting the same
language in holding pursuit of suspected misdemeanant does not
justify warrantless entry into a home, including the garage).
The Supreme Court has made it exceedingly clear that the
curtilage is afforded the same 4th Amendment protections as a
home. See Collins v Virginia, 138 S.Ct. 1663 (2018). The Court
has likewise made clear that monitoring a tracking device in
private property to “obtain information that [the government]
could not have obtained by observation from outside the
curtilage of the house” presents a serious threat to privacy
interests in the home that requires Fourth Amendment oversight.
United States v. Karo, 468 U.S. 705, 715 (1984).
Remote ID mandates broadcasting a GPS tracking device for
government monitoring in all outdoor locations, including within
the curtilage of private homes. See JA 57. FAA is requiring
22
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drone users flying drones below the tree line in their backyards
to broadcast their location while doing so. FAA is demanding
access into the very curtilage of private property for law
enforcement to monitor and store the exact location details of
drones and drone operators who are at their homes. FAA is
reaching into the “sanctity of a person’s living space,” the
“first among equals” under the Fourth Amendment, “the archetype
of the privacy protection secured by the Fourth Amendment,” the
home. Lange, 141 S.Ct at *11-12 (internal citations omitted).
FAA’s regulatory bypass of the warrant requirement infringes
upon a core principle of the Fourth Amendment. Exceptions to the
warrant requirement “are ‘jealously and carefully drawn,’ in
keeping with the ‘centuries-old principle’ that the ‘home is
entitled to special protection.’” Lange, 141 S.Ct. at *11
(quoting Georgia v. Randolph, 547 U.S. 103, 109 (2006)). Thus,
the Supreme Court has made clear that a warrant is required for
government intrusion into the home and areas immediately
surrounding it, even when there is clear evidence that the
person has committed a misdemeanor, or to seize guns as a matter
of “community caretaking.” See Lange, 141 S.Ct. 2011; Caniglia,
141 S.Ct. 1596. Surely operating a drone is not sufficiently
more concerning to justify the grave intrusion here.
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Infringes upon Privacy Interests of Small Drone
Operators

Small drone operators often have a reasonable expectation
of privacy when operating even beyond their own yards, which is
likewise infringed upon by the warrantless search mandates of
the final rule. As the Supreme Court has made clear, “the Fourth
Amendment protects people, not places” and “what he seeks to
preserve as private, even in an area accessible to the public,
may be constitutionally protected.” Katz v. U.S., 389 U.S. 347,
351 (1967). Many FPV racers fly in privately owned fields and
clubs that are not accessible to the general public. But even in
public areas, due to the small size of drones, they are out of
sight from public view much of the time, maintaining the
operator’s expectation of privacy.
Remote ID is the equivalent of the FCC requiring phone
booth doors to never be closed, in the interest of safety and
security, and the user to always shout their name loud and clear
every time they speak. This regulation, by operation,
obliterates any justified expectation of privacy anywhere
outside of the curtilage.
3.

Infringes upon Privacy Expectation in the Whole of
People’s Movements

Even if, arguendo, there is no privacy expectation for the
time when a drone is flying in public, there remains an
expectation of privacy in the whole of one’s movements over time
24
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which are clearly violated by the requirements of the final
rule. Cf. Leaders of a Beautiful Struggle v. Baltimore Police
Dep’t, No. 20-1495, 2021 U.S.App. LEXIS 18868, at * 4-28 (4th
Cir. June 24, 2021) (accessing data from aerial surveillance
program is a search in violation of the Fourth Amendment because
it enables police to deduce from the whole of individuals’
movements). As explained by this Court in United States. v.
Maynard, tracking an individual’s movements - even on public
thoroughfares - over the course of a month is problematic
because
unlike one's movements during a single journey,
the whole of one's movements over the course of a
month is not actually exposed to the public
because the likelihood anyone will observe all
those movements is effectively nil. Second, the
whole of one's movements is not exposed
constructively even though each individual
movement is exposed, because that whole reveals
more— sometimes a great deal more—than does the
sum of its parts.
615 F.3d 544, 558 (D.C. Cir. 2010), aff’d, U.S. v. Jones, 565
U.S. 400 (2012).
Remote ID uses unique identifiers to link the pilot with
the drone and requires it to be broadcasted all the time. JA
116-118. Like the cell-site location information (CSLI) in
Carpenter and the GPS-data in Jones, Remote ID “tracks every
movement” to enable a “detailed, encyclopedic record.”
Carpenter, 138 S.Ct. at 2215-19. This information is designed to
25

USCA Case #21-1087

Document #1909038

Filed: 08/04/2021

Page 36 of 78

be extremely easy to access using non-proprietary broadcast
specifications and radio frequencies compatible with personal
wireless devices (e.g. Wifi) and to broadcast radio waves great
distances. JA 118-119 at 89.310(g)(2), 89.320(g)(2). Standard ID
and BMID are designed to “maximize the range at which the
broadcast can be received, while complying with” Federal
Communication Commission (FCC) Regulations. Id. Utilizing the 1
watt of output power provided for in FCC regulations, 47 CFR
15.247(b)(1), a Remote ID system at +30dBm (1 watt) on 2.4 gHZ
would transmit identification information more than a mile.
In contrast, most small FPV racer drones are out of sight
within hundreds of feet. Using Remote ID data for law
enforcement purposes raises serious constitutional concerns
because “whoever the suspect turns out to be,” they have
“effectively been tailed” for an unknown period of time;10 Remote
ID is akin to “attach[ing] an ankle monitor” to every person
operating a drone. See Carpenter, 138 S.Ct at 2218; Leaders of a
Beautiful Struggle at *20. The rule clearly infringes upon the
privacy interest of small recreational drones by broadcasting
all of their movements to such great distances, where they would
never otherwise be exposed to the public.

10

The final rule does not provide an indication as to how long
Remote ID data may be stored or accessible for search.
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The Fourth Amendment is Violated by Unlimited Time
Length of Tracking

As with data accumulated in cell phone tracking, the
precise data at issue here provides “tireless and absolute
surveillance” of all individuals, not just persons who might
happen to come under investigation, thereby running afoul of 4th
Amendment protections. Carpenter, 138 S.Ct at 2218. In Jones,
the minority found that the point at which tracking the vehicle
became a search “was surely crossed before the 4–week mark.”
Jones, 565 U.S. at 430 (Alito, J., concurring). Here, the
government can conduct tracking well beyond four weeks. Clearly,
such long term tracking violates the 4th Amendment.
B.

Remote ID Utilizes More Intrusive Tracking Technology
Than That Already Recognized as Unconstitutional

The various technological considerations of previous cases,
when compared with the data gathering of FAA’s final rule here,
show even greater infringement concerns for the Fourth Amendment
that warrant close consideration from this Court.
As the Supreme Court recognized in Carpenter, the cell
phone is “almost a feature of human anatomy” with it being in
arm’s reach most of the time, thereby presenting significant
privacy concerns. 138 S.Ct.at 2218 (citing Riley, 573 U.S. at
385. When drones are being flown, operators use hand-held
controllers within arm’s reach all the time. FAAs constant
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tracking of controllers arguably raises even greater privacy
concerns than cell phones.
The vast majority of drones are controlled through a
handheld controller, in some cases a cell phone, with a small
number of drones controlled via laptops. The pilot must always
be able to immediately take control of the controller to safely
deconflict with manned aircraft. 14 CFR 107.12(a)(2). This means
that to track the controller is to always track the person.
Also, all pilots are required to always keep their drones within
visual line of sight. 14 CFR 107.31, 49 USC 44809(a)(3). To
track the drone is to always track the person.
The accuracy of tracking at issue here is also greater, and
thus more concerning, than the technology contemplated in
previous cases. Remote ID is more intrusive than the location
information at issue in Jones or Carpenter. The cell-site
location information (CSLI) in Carpenter put the defendant
“within a wedge-shaped sector ranging from one-eight to four
square miles.” 138 S.Ct at 2218. Jones involved a GPS tracker
that was accurate to “within 50 to 100 feet” horizontal
distance. 565 U.S. at 403. Standard ID drones transmit the
person's location every 1 second, with 15ft of vertical
accuracy, and 100 feet of horizontal accuracy. JA 118 at
89.310(h). BMID has the same drone horizontal accuracy, with
real time tracking of the drone. JA 119 at 89.320(h). The
28

USCA Case #21-1087

Document #1909038

Filed: 08/04/2021

Page 39 of 78

government is able to locate much more than a “wedge” of square
miles; this is tracking with a pinpoint in terms of feet.
Remote ID is also more intrusive in accessibility. Jones’
GPS beacon communicated by cellular phone to one government
computer which the government had to use to access the data. 565
U.S. at 403. Remote ID data can be accessed in real time by any
law enforcement laptop or phone capable of receiving Wifi or
Bluetooth, without any cellular or internet connection. See JA
118-119 at 89.310(g), 89.320(g). Most law enforcement computers
are already so equipped, in essence costing nothing. Making the
“substantial quantum of intimate information” provided by GPS
monitoring available at low cost “may ‘alter the relationship
between citizen and government in a way that is inimical to
democratic society.’” Jones, 565 U.S. at 416 (Sotomayor, J.,
concurring) (internal citations omitted). Even more than the GPS
tracking beacon in Jones, Remote ID “evades the ordinary checks
that constrain abusive law enforcement practices[.]” Id.
Additionally, unlike the cell phone data at issue in
Carpenter, here no middleman is needed to receive the data. No
warrant or court order is needed to access the information. It
can all be received and logged for future use by the government,
without the public seeing how the information is being
aggregated and used. It can also be monitored and logged by
anyone using basic and inexpensive tools, similar to what is
29
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already done with manned aircraft Automatic Dependent
Surveillance-Broadcast transmissions. See, e.g.
https://flightaware.com/adsb/coverage;
https://adsbexchange.com/how-to-feed/.
In summary, Remote ID stands for intrusive tracking of
everyone, everywhere, all the time, with extremely low costs and
ease of accessibility for law enforcement without judicial
safeguards. FAA cannot simply circumvent the Fourth Amendment
expectation in privacy by regulatory requirement in lieu of a
warrant.
III. FAA ARBITRARILY AND CAPRICIOUSLY EITHER RELIED UPON
UNDISCLOSED EX PARTE COMMUNICATIONS, OR FAILED TO CONSIDER
RELEVANT INFORMATION, AND TO EXPLAIN OR SUPPORT CHANGES IN
THE FINAL RULE
As set forth in the facts above, FAA convened a Cohort on
Remote ID during the rulemaking but refused to disclose any of
the information from the Cohort or permit public comment or
participation in any way on the basis that it was “not part of
the decision-making process” for the final rule. Add. C p. 4-7,
12. Yet, the final rule cites the Cohort as the basis for
changes that were made between the NPRM and final rule. JA 17.
FAA cannot avoid the procedural requirements of notice and
comment, but rely upon “unrelated” information to support its
otherwise arbitrary rulemaking. Either the Cohort was relevant
to and considered by the rulemaking team, and thus constituted
30
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improper ex parte communications in violation of DOT regulations
and the APA requirements for notice and comment; or FAA
arbitrarily failed to consider clearly relevant and important
information in promulgating an arbitrary and capricious final
rule that lacks support for changes.
A.

FAA Intentionally, Arbitrarily, and Capriciously
Concealed Relevant and Significant Information

FAA exchanged a plethora of information in off-record
communications with select individuals, thereby keeping crucial
information about the rule secret and precluding meaningful
public participation in circumvention of the APA notice and
comment requirements. As the Administrative Conference of the
United States explained, the concerns with such ex parte
communications are threefold:
First,
decision
makers
may
be
influenced
by
communications made in private, thus creating a
situation seemingly at odds with the widespread demand
for open government; second, significant information may
be unavailable to reviewing courts; and third,
interested persons may be unable to reply effectively to
information, proposals or arguments presented in an ex
parte communication.
Ex Parte Communications in Informal Rulemaking, ACUS
Recommendation 77-3 (1977). Courts have likewise made clear that
[n]otice of the agency’s intention is crucial to
“ensure that agency regulations are tested via
exposure to diverse public comment, … to ensure
fairness to affected parties, and… to give affected
parties an opportunity to develop evidence in the
31
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record to support their objections to the rule and
thereby enhance the quality of judicial review.”
Int’l Union v. MSHA, 626 F.3d 84, 95 (D.C.Cir. 2010) (quoting
Int’l Union, Union Mine Workers of Am. v. MSHA, 407 F.3d 1250,
1259 (D.C.Cir. 2005).
While reviewing courts generally cannot impose procedural
rights in APA rulemakings, including regarding ex parte
communications, agencies are free to institute such procedures.
Vermont Yankee Nuclear Power Corp. v. Natural Res. Def. Council,
435 U.S. 519, 524 (1978). DOT regulations instruct DOT personnel
to avoid giving anyone information regarding the rulemaking that
is not available to the public and to share with the public any
relevant new information received. See 49 CFR §§5.5(a)(2) and
(a)(5). The regulations explicitly instruct that
[i]f DOT learns of significant new information, such as
new studies or data, after the close of the comment
period that the . . . [FAA] wishes to rely upon in
finalizing the rule, the . . . [FAA] should reopen the
comment period to give the public an opportunity to
comment on the new information. If the new information
is likely to result in a change to the rule that is
not within the scope of the NPRM, the . . . [FAA]
should consider issuing a Supplemental NPRM to ensure
that the final rule represents a logical outgrowth of
DOT's proposal.
49 CFR §5.5(a)(5).11

11

At the time of the rulemaking, this language was contained in
49 CFR 5.19(a)(5).
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During but allegedly completely separate from the
rulemaking here, FAA formed a Cohort to support FAA in
developing technology requirements for Remote ID. Cohort
Documents, 3. “Technology requirements” comprise a substantial
part of the rulemaking, setting out what the public will have to
do to comply and determining whether the technology is
appropriate. FAA representatives and executives from various
offices such as FAA’s Office of the Chief Counsel (AGC),
Unmanned Aircraft Integration Office (AUS), Office of Security
and Hazardous Materials Safety (ASH) met with representatives of
the eight participating companies. Cohort Documents, 112 (“FAA
attendees”). The companies engaged in “discussion and Q&A time
with an FAA Executive concerning recent Remote ID strategic
decisions.” Cohort Documents, 174. None of the discussions or
information exchanged were shared with the public record based
on the FAA’s contention that it was unrelated to the rulemaking.
Add. C p. 4-7, 12.
It defies belief that the Cohort was unrelated to and not
considered by FAA decisionmakers in promulgating the final rule.
The language of the rule itself betrays this; FAA cited to
challenges identified by the Cohort as a basis to abandon
network requirements and instead adopt broadcast only
requirements for Remote ID. JA 17. Clearly, and by FAA’s own
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admission, the Cohort provided FAA with information related to
the rulemaking.
Because everything Cohort-related remained behind closed
doors until this litigation, the true implications of the GPS
location broadcast requirements are not adequately set out in
the administrative record and were not shared with the public
until after the final rule was published. The NPRM lists
“potential benefits… to national security and law enforcement
agencies,” citing examples of being able to identify the
operator of a drone that drops pamphlets over concerts, flies
over sports stadiums, or operates too close to an airport. JA
142. But it does not come close to setting out the level of
intended surveillance, tracking in real time and archiving of
data of all operators at all times that is revealed in the offrecord communications.
The information exchanged with Cohort participants makes
clear the law enforcement security purposes of the rulemaking,
i.e. the gathering, storing, and searching of real time and
historical location data of drones and drone users. Cohort
Documents, 31-32. FAA clearly indicated that “[t]he purpose of
Remote ID is supplying necessary data to security partners… not
Air Traffic[.]“ Id. at 62. Additionally, FAA explained that FAA
security office “is here representing the government security
partners.. . . . Most everything will go to federal security
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partners and law enforcement if they ask for it. By virtue of
operating in U.S. airspace, data can be shared with government
security partners. Assume that FAA will do correlation to other
[name and unique registration] information it holds.” Id. at
113. By keeping the Cohort entirely behind closed doors, FAA
deprived the public of the ability to meaningfully comment on
major aspects of the rule.
FAA also conducted a testing program for Remote ID
technologies that seems to support the security-centric nature
of the rulemaking. Once again, FAA engaged in a multitude of
off-record communications. The UPP Phase 2 Demonstration Task
Order outlines that test sites will demo “Remote ID services”
with submission of demo data to the FAA according to FAA’s Data
Management Plan, share a “readiness review package with safety
case,” collaborate with industry partners, and inform FAA of
“lessons learned,” among other things. See Add. B p. 8-13. It
includes a test scenario for “federal and public safety queries
for historical UTM information” which “can include but is not
limited to RID information.” Add. B p. 13. Information
pertaining to Remote ID technologies, how and whether they work,
who the information will be shared with and the fact that
federal entitles and police departments can search historical
data is extremely relevant to the rulemaking. As with the Cohort
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information, however, FAA maintained that it was unrelated to
the rulemaking. Add. C p.7.
Other relevant FAA off-record communications were also
withheld from the public. FAA held a Remote ID demonstration at
the FBI Academy, during which it held a Q&A session about Remote
ID for the private attendees. Add. B p.5. Other than a “summary”
posted to the docket, FAA refused to provide any information to
the public,12 ironically citing “statutory limitations that
prohibit us from discussing details of the Remote ID rule,”
which “are in place … to ensure no one entity is given an unfair
advantage.” Add. B p.7.
None of the information from these communications was
placed in the public file or otherwise disclosed to the public
for public inspection. The extensive comments on the record are
meaningless in this regard because FAA precluded discussion of
the tested technology requirements and full extent of intended
law enforcement use of the rule. The public was unable to
meaningfully participate in large aspects of the rulemaking, and
this Court is unable to review the full record of relevant
information considered by FAA in promulgating the rule or review
the safety comments which could have been made.

12

The summary did not include an indication that a Q&A session
had been held; this information was learned from documents
provided in response to a FOIA request.
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All the important insights FAA learned from the Cohort,
test sites, and participants of the law enforcement
demonstration should have been disclosed by filing a
supplemental NPRM to allow the public to comment on the new ex
parte information and each other’s comments. See 49 CFR
5.19(a)(5). The information from the Cohort was not only likely
to result in a change to the rule, it did form the basis of such
a change. FAA improperly denied the public an opportunity to be
apprised of and comment on the information, or others’ comments
on the information, that formed the basis for at least one
significant change, and which reveals the true implications and
primary security, law enforcement purpose of the rule. There
should have been - and still should be - a supplemental NPRM to
ensure the public has notice of an opportunity to comment on the
entirety of the information before FAA, which includes the
Cohort material, information from the test sites, the details of
the Remote ID demonstration for law enforcement officials,13 and
the complete explanation of how this data will be used and
stored for law enforcement purposes.

13

Along with any additional information that Petitioners have
not discovered.
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FAA Arbitrarily and Capriciously Failed to Consider
Important Aspects of Remote ID and Changed the Final
Rule with No Support from the Record.

Assuming, arguendo, that no one from FAA involved in the
rulemaking considered any of the information from the Cohort, as
FAA maintains, Add. C p. 4-6, then FAA arbitrarily and
capriciously failed to consider readily available and extremely
relevant information, and the final rule as published lacks any
evidence to support FAAs changes. As such, it must be vacated
and remanded to the FAA for further rulemaking explaining why
Remote ID over the internet was abandoned.
In determining whether an agency’s rule is arbitrary and
capricious, courts must decide “whether there is sufficient
evidence to support the rationality of the agency’s
determination.” Schwartz v. Helms, 712 F.2d 633, 638 (D.C.Cir.
1983). “[I]f the agency has . . . offered an explanation for its
decision that runs counter to the evidence before the agency, or
is so implausible that it could not be ascribed to a difference
of view or the product of agency expertise,” it will be found
arbitrary and capricious. Motor Vehicle Mfrs. Ass'n, 463 U.S. at
43-44.
FAA had information on important aspects of Remote ID in
its possession. If the rulemaking team intentionally firewalled
themselves from all Cohort material, it unreasonably,
arbitrarily and capriciously failed to consider a significant
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issue due to willful ignorance. See Motor Vehicle Mfrs. Ass’n,
463 U.S. at 42 (1983) (agency “must examine the relevant data”
and action must be “based on consideration of the relevant
factors”).
It also means that FAA arbitrarily and capriciously
executed a complete reversal with no support in the record for
the change. The NPRM proposed limited ID, requiring transmission
of “information through the internet only, with no broadcast
requirements.” JA 126. The final rule then did the exact
opposite, taking a “simplified approach” and implementing only
broadcast-based Remote ID requirements. JA 8, 17. FAA claimed
the change was based on challenges with implementing network
requirements identified by the Remote ID Cohort. JA 17. But FAA
could not possibly have based its “simplified approach” in the
final rule on challenges identified by the Cohort, as
proclaimed, if the Cohort was completely unrelated to and not
considered in any way by the rulemaking team. There is nothing
rational about such a position. FAA’s arbitrary, irrational
justification for changes in the final rule cannot be reconciled
such that it would survive this Court’s review.
IV.

THE FINAL RULE WAS NOT A LOGICAL OUTGROWTH OF THE NPRM
The final rule implements multiple requirements that do not

logically stem from the notice provided in the NPRM, rendering
those aspects of the rule void. The APA requires agencies to
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provide notice of the terms or substance of the proposed rule,
followed by an opportunity for the public to submit written
data, views, and arguments. 5 USC § 553. To satisfy the APA, the
NPRM must “provide sufficient factual detail and rationale for
the rule to permit interested parties to comment meaningfully.”
Honeywell Int’l, Inc. v. EPA, 372 F.3d 441, 445 (D.C.Cir. 2004).
While a final rule may differ from the proposed rule, it must
“be a ‘logical outgrowth’ of its notice.” Covad Communs. Co. v.
FCC,

450 F.3d 528, 548 (D.C.Cir. 2006).
To constitute such outgrowth, the NPRM must “expressly ask

for comments on a particular issue or otherwise ma[ke] clear
that the agency [is] contemplating a particular change.” CSX
Transportation, Inc. v. Surface Transportation Board, 584 F.3d
1076, 1081 (D.C.Cir. 2009). “Whether the ‘logical outgrowth’
test is satisfied depends on whether the affected party ‘should
have anticipated’ the agency’s final course in light of the
initial notice.” Covad Communs. Co. v. FCC, 450 F.3d 528, 548
(D.C.Cir. 2006) (quoting Small Refiner Lead Phase-Down Task
Force v EPA, 705 F.2d 506, 548-49 (D.C.Cir. 1983)). A rule is
not a logical outgrowth if “the proposed rule gave no indication
that the agency was considering a different approach, and the
final rule revealed that the agency had completely changed its
position.” CSX Transportation, Inc., 584 F.3d at 1081.
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Increasing Altitude Accuracy While at The Same Time
Switching Sensor Technology Was Not a Logical
Outgrowth of The NPRM

The NPRM proposed barometric altitude for the drone and
controller with standard ID, and for the controller with limited
ID. JA 153. The NPRM explains that FAA rejected GPS altitude and
went with barometric altitude because it is both more precise
and the standard altitude of reference for aviation. JA 160.
Although FAA requested comment on whether both geometric and
barometric should be transmitted, no indication was given as to
any altitude accuracy requirements for altitude using only GPSderived methods. JA 31, 161.
Then, in the final rule, FAA completely abandoned
barometric altitude and went instead with only GPS derived
altitude, requiring an increased altitude accuracy of the
handheld controller to within 15 feet with 95% probability for
Standard ID. JA 41-42. There was no way for the public to have
anticipated FAA’s change in this regard - this is not only
completely different from what was proposed, it is a massive
jump in accuracy from current UAS capabilities that was never
suggested. The government’s GPS satellite service currently
provides 42.7 feet (average) to 108 feet (worst) of vertical
accuracy within 95% probability. See Global Positioning System
Standard Positioning Service Performance Standard, p.68 (April
2020), https://www.gps.gov/technical/ps/2020-SPS-performance41
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standard.pdf. The final rule is requiring accuracy to a greater
degree than what the Department of Defense currently maintains
and provides in the GPS system.
FAA also newly adopted
a geometric altitude accuracy requirement that is
compatible with the performance requirements being
established for cellular service providers under the
E911 mandate that allows emergency service providers
to accurately locate the geographic position of the
mobile device.
JA 42. But the E911 regulations FAA is referencing highly
restrict the use of this vertical axis data because it is
designed for only 911 use due to the massive privacy
implications. See 47 CFR 9.10(i)(4)(v); Wireless E911 Location
Accuracy Requirement, 85 Fed. Reg. 2660, 2666 (Jan. 16, 2020).
Because this final rule did not put anyone on notice of
such extreme accuracy, and the associated costs, this rule must
be vacated and sent back for rulemaking to determine an
appropriate level of accuracy that drone users can actually
comply with, and the modified requirements must be reflected in
the economic impact analysis. Int’l Union, 626 F.3d at 95.
B.

NPRM Never Proposed Two Transmitters On the Same
Unlicensed Radio Frequencies Transmitting
Simultaneously

In the final rule, FAA abandoned limited ID as proposed in
the NPRM and in its place introduced, for the first time,
Broadcast Module ID (BMID). JA 2. Under Limited ID, drones used
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only 1 transmitter for command and control. JA 163. BMID
requires 2 transmitters (command and control, as well as the
Remote ID transmitter) operating in close proximity to the
drone’s radio receiver. BMID presents significant safety issues
with jamming because the BMID transmitter will be mounted on the
drone near the radio receiver that listens to the handheld
controller. This is the same problem that occurs when the WiFi
drops out due to an old microwave (radio transmitter) in the
kitchen running and jamming it. There is also potential for
electromagnetic interference (EMI) from the BMID’s radio
transmitter interfering with the circuitry controlling the
drone. For example, EMI is what causes a buzzing noise in the
speakers of a computer or car radio when a nearby cell phone
receives an incoming call or text.
The proposed rule gave no indication that FAA would require
UAS to broadcast from two transmitters in close proximity; the
change from Limited ID to BMID was not a logical outgrowth. See
Covad Communs., 450 F.3d at 548. Instead of publishing a
supplemental NPRM to open this significant change up for
comment, however, FAA implemented it in the final rule. If FAA
had disclosed its new plans, it could have received comments
from the First Person View (FPV) community, among others, that
this is a problem and will cause equipment obsolescence
contributing to a greater economic impact of the rulemaking. For
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example, FPV racers already use two radio frequencies, typically
1 command and control radio transmitter operating on 2.4 Ghz and
a separate radio transmitter for the live video feed operating
on 5.8 Ghz. Requiring a 3rd radio transmitter will introduce
safety issues because the BMID will be also transmitting on 2.4
and jamming the receiver or transmitting on 5.8 and potentially
jamming the video feed used to fly the aircraft. To eliminate
this, FPV racers will be required to replace their receivers
with a completely integrated receiver that also complies with
BMID and does not interfere with reception. There is also the
possibility of the BMID retrofitting causing electromagnetic
interference which could cause loss of control of the aircraft.
The issues raised by BMID were never proposed, considered
by the public, critiqued in comments, or quantified for
regulatory costs. Without this process, FAA does not even know
what it does not know. For instance, FAA has not yet determined
if manufacturers could produce completely integrated equipment
that eliminates interference as required by 89.320(f), or at the
same low costs as the BMID regulatory costs estimated.
FAA did not satisfy the APA requirements to provide notice
with an opportunity for the public to comment meaningfully. The
rulemaking should be vacated with remand back to FAA in order
for the FAA to file an updated economic impact analysis and
another NPRM so these safety and cost issues can be ventilated
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and significant public comments properly addressed, as required
by the APA. See 5 USC 553; Honeywell Int’l, Inc., 372 F.3d at
445.
V.

FAA FAILED TO COMPLY WITH THE STATUTORY REQUIREMENT TO
CONSULT WITH RTCA AND NIST IN CREATING REMOTE ID STANDARDS
When an agency fails to apply procedural requirements to

its final rule, the rule as to those procedures should be found
void. Southern Calif. Edison Co., 770 F.2d at 784. Here,
Congress instructed the FAA Administrator to convene industry
stakeholders in developing standards for remotely identifying
operators and owners of UAS “in consultation with ... the
President of RTCA, Inc., and the Director of the National
Institute of Standards and Technology” (NIST). FESSA sec.
2202(a), 130 Stat. 629 (emphasis added). Congress further
instructed the FAA Administrator to issue regulations or
guidance based on any standards developed under (a), i.e. in
consultation with RTCA and NIST and in coordination with
industry stakeholders. Id. Sec. 2202(d).
Despite such a clear mandate, FAA charter for the Remote
Identification Aviation Rulemaking Committee (ARC) is void of
any references to NIST or its director; it appears NIST was not
involved. See ARC Charter
https://www.faa.gov/regulations_policies/rulemaking/committees/d
ocuments/media/UAS_ID_and_Tracking_ARC_Charter_Membership.pdf.
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The record is bereft of evidence that FAA consulted with RTCA or
NIST in convening industry stakeholders.
Even if, arguendo, the ARC is liberally construed as
constituting a proper stakeholder group in coordination with
NIST and RTCA, FAA’s FRIA requirement is not based on any
standards developed by or in coordination with the group as
mandated by Congress. ARC never considered or even mentioned
the concept of a FRIA; forcing thousands and thousands of
flyers to fly only at FAA recognized identification areas
was a completely foreign idea not based upon any standard.
These are clear procedural deficiencies; the rule was
promulgated without any reliance on appropriately developed
standards or consultation with the most knowledgeable
entities, as directed, and therefore should be vacated.
VI.

FAA IGNORED SIGNIFICANT CRITICAL COMMENTS
FAA flat out ignored or failed to adequately respond to

many comments that challenged the reasonableness of FAAs
position and raised relevant points which, if adopted, would
require a change in the rule. Such blatant avoidance of the APA
obligation to respond to material comments is an arbitrary and
capricious failure that cannot survive judicial scrutiny. See,
e.g. Pub. Citizens, Inc. v. FAA, 988 F.2d 186, 197 (D.C.Cir.
1993).
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The Supreme Court has held that agencies “must consider and
respond to significant comments received during the period for
public comment.” Perez v. Mortg. Bankers Ass’n, 575 U.S. 92, 96
(2014); see also Pub. Citizens, Inc. v. FAA, 988 F.2d 186, 197
(D.C.Cir. 1993) (“The requirement that agency action not be
arbitrary or capricious includes a requirement that the agency …
respond to relevant and significant public comments.”); Portland
Cement Ass’n v. Ruckelshaus, 486 F.2d 375, 393-94 (D.C.Cir.
1973) (Agencies must respond to comments that are material to
issues raised in a rulemaking). This Court has defined
“significant comments” as those comments “significant enough to
step over a threshold requirement of materiality before any lack
of agency response or consideration becomes of concern.”
Portland Cement Ass’n 486 F.2d at 394. It has further elaborated
that significant comments, or material comments, are ones
“which, if true, raise points relevant to the agency’s
decision,” and, “if adopted, would require a change in an
agency’s proposed rule,” and therefore “cast doubt on the
reasonableness of a position.” Home Box Off. v. FCC, 567 F.2d 9,
35 n.58 (D.C.Cir. 1977); Louisiana Fed’l Land Bank Ass’n, FCLA
v. Farm Credit Admin., 336 F.3d 1075, 1080 (D.C.Cir. 2003).
An agency can satisfy its obligation to respond to comments
either by modifying its proposed rule to reflect its
consideration of the comments or by explaining why it did not
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change its proposed rule in the final version. United States v.
Nova Scotia Food Prod. Corp., 568 F.2d 240,253 (2d Cir.1977);
Portland Cement Ass’n v. Ruckelshaus, 486 F.2d 375, 393–95 (D.C.
Cir. 1973). This includes providing a meaningful response to
material comments. Simply nodding to commenters’ concerns and
dismissing them “in a handful of conclusory sentences … is not a
hallmark of reasoned decisionmaking.” Gresham v. Azar, 950 F.3d
93, 102 (D.C.Cir. 2020). Rather, “an agency must respond
sufficiently to ‘enable us to see what major issues of policy
were ventilated … and why the agency reacted to them as it
did.’”

Del. Dep’t of Natural Res. & Envtl. Control v. EPA, 785

F.3d 1, 15 (D.C.Cir. 2015) (quoting Pub. Citizen, Inc. v. FAA,
988 F.2d 186, 197 (D.C.Cir. 2013)). Additionally, agencies must
give explanations that reflect their consideration of
“significant and viable and obvious alternatives.” Dist. Hosp.
Partners, L.P. v. Burwell, 786 F.3d 46, 56-57 (D.C.Cir. 2015)
(quoting Nat’l Shooting Sports Found., Inc. v. Jones, 716 F.3d
200, 215 (D.C.Cir. 2013)). “A dialogue is a two-way street: the
opportunity to comment is meaningless unless the agency responds
to significant points raised by the public.” Home Box Office,
567 F.2d at 57-58.
FAA’s rulemaking more of an edict than a dialogue. FAA
failed to respond to many material comments, including the
constitutional and other violations set forth in the above
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arguments. FAA did not respond to some of these comments at all
and with others only provided conclusory statements without any
reasoning. FAA’s failure to respond meaningfully to relevant and
significant comments is a failure to demonstrate rational
decision-making as required by the APA and renders aspects of
the final rule arbitrary and capricious. See Grand Canyon Air
Tour Coal. v. FAA, 154 F.3d 455, 468 (D.C.Cir. 1998).
A.

Failed to Explain Constitutional Authority Under the
Commerce Clause to Regulate All Drones to the Ground

FAA’s authority is a delegation of congressional power and
cannot exceed Congress’s powers enumerated in the Constitution specifically the Commerce Clause. Several commenters objected to
the regulation of hobbyist UAS, those engaged in non-commercial
intrastate activities, as beyond the scope of FAA’s authority to
regulate interstate commerce. See JA 799, 959, 936-37, 955. One
specifically argued that this rulemaking was “likely
unconstitutional,” citing to United States v. Lopez14 and
pointing out that “regulations, like this one that reach into
our back yard to decide how we may behave in private” have no
relation to or substantial effect on interstate commerce, and

14

In Lopez, the Supreme Court set forth three broad categories
of activity that Congress may regulate under its commerce power:
(1) channels of interstate commerce, (2) instrumentalities of
and persons or things in interstate commerce, (3) and activities
having a substantial relation to interstate commerce. 514 U.S.
549, 558 (1995).
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the air over one’s backyard is not a channel of interstate
commerce. JA 939. Another cautioned that FAA’s authority to
regulate certain UAS operations because of interstate commerce
considerations should be narrow, and “This commercial activity
has no correlation to the hobby of model aviation, whatsoever.”
JA 955.
In response, FAA said nothing. Nowhere in the final rule is
the Commerce Clause mentioned. A challenge to FAA’s authority to
promulgate the rule as written is a relevant, material comment;
if true, the rule would certainly need to be changed. Louisiana
Fed’l Land Bank Ass’n, FCLA v. Farm Credit Admin., 336 F.3d
1075, 1080 (D.C.Cir. 2003). Because FAA failed to respond or
provide any analysis of its constitutional authority to regulate
hobbyist UAS to the extent done in the final rule here, the rule
is arbitrary and capricious. See Pub. Citizens, Inc., 988 F.2d
at 197.
B.

Failed to Justify and Explain Statutory Authority to
Regulate Airspace Low to the Ground

While similar to the Constitutional issue, multiple
commenters pointed out the statutory problem with the rule’s
regulation of “airspace of the United States” seemingly
exceeding the scope of FAA’s statutory authority to regulate
“navigable airspace.” JA 799, 826, 838, 861. Lack of authority
is an indisputably material issue. see, e.g., Planned Parenthood
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Federation, Inc. v. Heckler, 712 F.2d 650, 655 (D.C.Cir. 1983)
(regulations can only be sustained if they are consistent with
the Congressional grant of authority). Yet FAA did not respond
to these challenges.
As Congress directed in 49 USC 40103(b), FAA can regulate
use of the navigable airspace, which is defined as “airspace
above the minimum altitudes of flight prescribed by regulations
. . . including airspace needed to ensure safety in the takeoff
and landing of aircraft.” 49 USC 40102(a)(32). Yet the NPRM and
Final Rule use a much broader term, claiming authority to
regulate drones operated in “the airspace of the United States.”
JA 2. The term “airspace of the United States” comes from 49 USC
40103(a)(1), which declares the United States Government, not
FAA, as the exclusive sovereign of the “airspace of the United
States.” The gap between these two terms, this non-navigable
airspace, is the area that commenters are concerned with, which
this rule purports to regulate, and which FAA won’t talk about.
The concerns are nothing new; property rights of landowners
versus the authority of the federal government, and FAA, to
control airspace above private property has long been a subject
of dispute. At the time of the Constitution, land ownership
extended skyward without limit. Today, as the Supreme Court
noted in a case referenced by 53 comments to this rulemaking,
“the air is a public highway, as Congress has declared.” United
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States v. Causby, 328 U.S. 256, 261 (1946). While FAA is
statutorily authorized to regulate the airspace above minimum
altitudes of flight prescribed by regulation, FAA, and Congress,
have never specifically prescribed minimum altitudes for drones.
Only maximum, not minimum, altitudes are prescribed. 49 USC
44809(a)(6);14 CFR 107.51(b).
Rather than address the limitations of “navigable airspace”
as applied to this rulemaking, FAA borrowed broader terminology
not used in their enabling statute. The final rule’s use of the
term “airspace of the United States” claims unfettered authority
to regulate all airspace, including down to non-navigable
airspace in a private backyard. Yet as commenters pointed out,
the final rule is bereft of any explanation as to how FAA
acquired this broader authority to regulate all airspace of the
United States. FAA has not adequately articulated a basis of
such authority and did not respond to comments challenging FAA’s
lack of authority over these lower portions of airspace. The
failure to respond to comments on a foundational issue render
FAA’s rulemaking arbitrary and capricious. Pub. Citizens, Inc.
v. FAA, 988 F.2d 186, 197 (D.C.Cir. 1993).

52

USCA Case #21-1087

C.

Document #1909038

Filed: 08/04/2021

Page 63 of 78

FAA Completely Ignored Material Comments Challenging the
Rule’s Legality
Several Constitutional violations were raised in comments.

At least three commenters argued the NPRM’s proposed data
collection violates the 4th amendment based on Carpenter and
Jones, JA 959-60, 1049-54, 1063-66. Another claimed the rule’s
forced association with a private, dues-collecting organization
to exercise a privilege in public airspace runs afoul of the
First Amendment. JA 827. The same commenter argued that the rule
eliminates 5th Amendment due process protections because the
ability to access public airspace at a FRIA, as required if the
drone is not broadcasting GPS coordinates, may be denied or lost
when the private organization controlling FRIA sites denies
membership to and/or expels a drone operator. JA 828.
Additionally, at least one commenter raised the argument,
made above in Section V, that FAA did not comply with the
The points raised in these comments cast doubt on the
reasonableness of FAA’s position and would require a change in
the proposed rule; they are significant and material and FAA was
obligated to consider and respond to them. See, e.g., Perez, 575
U.S. at 96; Portland Cement Ass’n, 486 F.3d at 393-94.;
Louisiana Fed’l Land Bank Ass’n, 336 F.3d at 1080. The
substantial nature of Constitutional and statutory violations is
self-evident.
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Yet the final rule is void of any response as to how
mandatory broadcasting and archiving GPS location data for all
drones and drone operators would not run afoul of Jones or
Carpenter. FAA completely failed to acknowledge the forced
membership concern. FAA did not address the due process denial
of membership by a CBO or educational institution. There is
nothing in the final rule explaining how FAA consulted with RTCA
or NIST. These commenters deserve answers as to how FAA can
search all drone users without a warrant, force association with
a private institution, eliminate due process, and ignore
procedural requirements. FAA’s complete refusal to even
acknowledge these material comments renders the final rule
arbitrary and capricious.
D.

Refused to Accept Conflicting Evidence as to True
Regulatory Costs.

FAA’s economic impact analysis of the NPRM estimated the
number of flying locations, the time a CBO would take to apply
for FRIA designation at these flying sites, and the time for
aircraft obsolescence. JA 232-421. To compile such estimates,
FAA relied upon CBOs submitting 2,500 FRIA requests with each
request requiring two hours to complete. JA 337.
The Executive Director of the Academy of Model Aeronautics
(AMA), the largest actual CBO in the United States with 180,000+
members, commented that “AMA currently manages 2,400
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recreational flying sites and another 4,000 flying sites through
partnerships” and anticipates at least five hours for each FRIA
request, resulting in 32,000 hours of labor. JA 950. In a
baffling display, FAA ignored the AMA supplied data and relied
upon only 2,200 recreational flying sites in its calculations,
while citing information from AMA’s own website as a basis. JA
460. Although “FAA agree[d] that it could have underestimated
the time and resource cost burden for CBOs,” it refused to
accept the AMA numbers or revise its estimate unless AMA
provided “a cost for the time and resource burden, with
documentation supporting the estimate.” JA 92. FAA shifted the
burden improperly to AMA, when the cost estimate could easily be
calculated using the information already provided: AMA’s 32,000
hours of labor multiplied by FAA’s $58.12 per hour, equaling
$1,859,840 in labor costs and leaving $140,160 in travel and
outside consultation with airspace and regulatory experts to
arrive at AMA’s estimation of $2 million. See JA 187, 950.
FAA also estimated that the aircraft have an average
lifespan of 3 years. JA 478. Plaintiff provided an attachment
from the First Person View Freedom Coalition (FPVFC), saying
their membership survey showed an average lifespan of 6 years
and each operator owning an average of 15 drones. JA 813.
Although the final rule claims “FAA welcomes estimates of UAS
lifespan and UAS costs when informed by supporting
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documentation, and would consider use of such estimates in its
regulatory impact analyses,” JA 94, FAA chose to ignore the
FPVFC survey and instead kept the 3-year lifespan estimate in
the final regulatory impact analysis. JA 540. By ignoring these
comments on lifespan, FAA greatly underestimated the total
costs. As FAA acknowledged, up to 80% of the approximately 3.4
million drones in the recreational fleet will need the BMID
retrofit necessary to be compliant. JA 454-55, 477. Assuming the
drones only have a 3-year lifespan keeps the regulatory costs
artificially low by greatly underestimating obsolescence due to
the rule and assuming most drones would need to be replaced
anyway, as opposed to the 200% greater 6 year life span. JA 454,
455, 477.
FAA arbitrarily and capriciously ignored authoritative
information and substituted unsupported alternative numbers, a
blatant failure to comply with the APA. See Dist. Hosp.
Partners, L.P., 786 F.3d at 56-57 (“agency cannot ignore new and
better data” or “offer an explanation for its decision that runs
counter to the evidence before it”) (internal citations
omitted). The estimates were not a product of agency expertise,
but of an agenda.
Furthermore, procedurally, FAA requesting more
documentation to substantiate commenters’ claims only after the
final rule was published is disingenuous at best. FAA’s actions
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here greatly disenfranchise the 53,000 people who commented
thinking whatever information they provide, in their comment,
mattered. FAA did not give due consideration to the information
received as required by the APA.
E.

No Consideration to an Exception for Model Aircraft

The Academy of Model Aeronautics (AMA) proposed certain
exceptions for model aircraft, recommending a one-kilogram
threshold for model aircraft that must comply with the new
requirements and allowing operations at fixed flying sites
and/or a soft-ware based solution. AMA cited its Park Pilot
program that has been operating without incident for ten years,
thus showing it poses little risk to the airspace and national
security. JA 1083. The final rule acknowledges that small
entities, such as AMA, comprise the majority of entities
impacted by the rule and that the rule will have a significant
economic impact on a substantial number of small entities.
Yet FAA flat out did not respond to AMAs comment or include
any sort of exception for model aircraft in the final rule.
AMA’s concerns are material. They warranted consideration by and
a response from FAA. As indicated above, FAA also did not
provide any safety justifications for the new regulatory burdens
on such operations. The concerns of small entities engaging in
safe operations were completely ignored in favor of
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overinclusive burdensome regulatory obligations on the entire
UAS community, rendering the rule arbitrary and capricious.
F.

Failed to Explain Why Homeowners and Local Parks
Cannot Apply for a FRIA

A “large number” of commenters thought a person should be
able to fly in their own backyard. JA 84; see, e.g. JA 892
(“There is no process for an individual to apply for FRIA status
to allow him to fly home-build models in his own backyard or
rural property.”). Similarly, several commenters requested that
local governments be able to apply for FRIAs for the parks and
public spaces they manage. JA 48.
FAA failed to consider these “significant and viable and
obvious alternatives,” rendering the rule arbitrary and
capricious. See Nat’l Shooting Sports Found, Inc., 716 F.3d at
215. FAA responded to the commenters’ requests with an
unreasoned conclusory statement that expanding FRIA eligibility
in either situation would “undermine” things. Specifically,
allowing private homeowners to apply “would undermine . . .
identification . . . by the FAA, law enforcement, and other
government officials.” JA 49-49. Likewise, extending eligibility
to local governments “could expand the scope of … [FRIAs] to an
extent that would undermine the effectiveness of Remote
Identification.” JA 48.
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In addition to furthering the arguments made elsewhere that
the rule is unnecessary for and unrelated to safety, the final
rule does not even accomplish this purported reason of
Identification in a FRIA because anyone can fly in a FRIA
without Remote ID. See JA 117 at 89.115(b). Furthermore, nothing
in the regulations limits the AMA or University from asking for
a FRIA for all their members’ backyards, or for all their
members’ local parks. See JA 122-23 at 89.205, 89.210(b). FAA
reasoning given does not match up with the regulations as
written; there is no “satisfactory explanation… including a
rational connection between the facts found and the choice
made,” or indication that FAA considered the “obvious
alternatives” suggested by Commenters. Dist. Hosp. Partners,
L.P., 786 F.3d at 56-57, 59. Therefore, this rule is arbitrary
and capricious and should be vacated with remand for further
explanation.
G.

Failed To Respond To Comments On The Rule Not Being
Safe

FAA’s failure to address the lack of safety justification
renders the rulemaking arbitrary and capricious. See, e.g.,
Gresham v. Azar, 950 F.3d 93, 102) (quoting State Farm, 463 U.S.
at 43) (“In order to survive arbitrary and capricious review,
agencies need to address ‘important aspects of the problem.)
This is because “an agency must respond to comments ‘that can be
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thought to challenge a fundamental premise’ underlying the
proposed agency decision.” Carlson v. Postal Regulatory Comm’n,
938 F.3d 337 (D.C.Cir. 2019) (quoting MCI WorldCom, Inc. v. FCC,
209 F.3d 760, 765 (D.C.Cir. 2000)). Here, one of FAA’s reasons
for the rulemaking is to “address safety … concerns regarding
the further integration of these aircraft into the airspace of
the United States.” JA 125. Comments questioning the lack of any
such safety justification clearly challenge a fundamental
premise underlying the rule, are material, and FAA was required
to adequately address them.
1.

Lack of Data Showing sUAS Are Unsafe or the Rule’s
Safety Benefits.

At least one commenter objected to FAA’s failure to
establish how much risk a UAS without Remote Identification
poses to manned aircraft when operating away from airports and
heliports, noting the risk was likely very low. JA 854. Various
other commenters pointed out FAA did not produce any data to
support its safety benefits claim. JA 850 (“the regulators have
not done an adequate job in communicating the need for the
proposed additional burdensome regulations, on a predicate of
safety. The need for the proposed regulations has not been
justified, because the record of safety of UAS operations that
span decades has been excellent.”) Many argued the safety
benefits would be minimal. JA 857. One commenter cited the
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Government Accountability Office and a drone sightings analysis
both pointing out the quality of this drone sightings data is
slipshod at best. JA 780.
These comments are indisputably material because the entire
reason Remote Identification is necessary, according to the
NPRM, is “to ensure public safety and the safety and efficiency
of the airspace of the United States.” JA 126. However, FAA
failed to address the concerns or respond with any sort of
indication as to the safety risks or benefits. For instance, in
response to requests that data on UAS incidents be made publicly
available to assess safety benefits, FAA admitted “reported UAS
sightings do not necessarily involve the violation of
regulations or unsafe conditions.” JA 95. FAA’s response appears
to confirm FAA does not have any data on UAS without Remote
Identification posing risks or showing the rule will thereby
increase safety.
Rather than providing any data to support its claimed
safety justification, FAA explained how the Remote ID
information could be used by law enforcement. JA 97-98. FAA
provided a response which addressed only security - which is
what this rule really is, a security rulemaking.15 An

15

As further proof of the security focus of the rule, FAA did not
even complete their internal safety risk acceptance
documentation, proving it was safe, until after the final rule
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articulation of how the rule will support other objectives does
not address comments on FAA’s lack of safety data or lack of
support for safety justifications. See Gresham v. Azar, 950 F.3d
at 103.
A “regulation perfectly reasonable and appropriate in the
face of a given problem may be highly capricious if that problem
does not exist.” City of Chicago v. Fed. Power Com., 458 F.2d
731, 742 (D.C.Cir. 1971). As one commenter noted, “Remote ID …
is a billion dollar solution to a non-existent problem.” JA 835.
The failure to seemingly base the rule on safety considerations
at all, and to fail to respond to comments challenging the lack
of such information, is a violation of the arbitrary and
capricious standard.
2.

Refused to Address Physical Assaults on Drone Pilots
Flying Aircraft

A “significant number” of commenters raised the concern
that the rule actually increases safety risks. Specifically,
giving a drone controller’s location or the takeoff location to
the public poses a safety risk to the operator. JA 29; see, e.g.
JA 878-79, 903, 1077.

came out. Add. C, p.7. This makes sense if it is only a security
rulemaking, not a safety rulemaking.
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Their concerns were not mere hypotheticals; commenters
pointed to documented attacks on remote pilots and also
expressed fear of home invasion and theft of their equipment.
[O]ne of them assaulted me . . . and yelled in my face
and distracted me causing to crash my drone; while the
other stole my drone controller and cell phone out of
my hand and beat me up when I attempted to grab it
back. I was only saved from serious injury because an
off-duty police officer happened to be nearby and
intervened to stop the beating.
JA 878.
Commenters also suggested requiring broadcast of the
control station location would reduce compliance and pose
additional safety concerns due to the operators being distracted
by confrontation. It is hard to fly a drone, safely, when one is
being attacked.
FAA “acknowledge[d] the concerns… regarding personal
safety,” but dismissed them with the conclusory statement “there
are rules against interfering with an aircraft” and based on
FAA’s belief that these issues are better tackled by “community
outreach and other precautions.” JA 30. The “rules against
interfering” have been in effect for years and have done nothing
to deter or prevent any of the attacks cited by commenters. To
conclude that existing rules, which have not prevented past
assaults, will somehow have a deterrent effect now is utterly
groundless. Such unreasoned justification for FAA’s decision is
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arbitrary and capricious. See EDF v. EPA, 922 F.3d 464, 456
(D.C.Cir. 2019).
Additionally, FAA cannot create valid safety concerns and
disavow responsibility for them by vague reference to “community
outreach” as the appropriate remedy. Cf. Del Dep’t of Natural
Res. & Envtl Control, 785 F.3d at 30 (“EPA cannot get away so
easily from its obligations under the APA” by essentially saying
“it was not its job to worry about those concerns”). Who will do
this supposed community outreach? What safety data supports this
as a viable solution? The FAA never put any supporting data in
the record. Operating from a controlled location, the other
precaution suggested by FAA, is often not feasible and FAA gave
no indication of what could be done to make it so.
While FAA discussed and rejected one suggested alternative
- the use of encryption techniques to make the data available
only to specific entities - it did not address or consider any
other options in its cursory rejection of the expressed
significant concerns from commenters. FAA has failed to show any
safety justification for the rule and ignored the potential
detriment to safety it will cause. This is not reasoned
decision-making. This is not a dialogue. It is an arbitrary and
capricious failure to follow requirements of the APA that
renders a supposed foundation of the rule - safety - invalid and
unsupported.
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CONCLUSION
Instead of this rule being lawfully, transparently, and
fairly created with public input and reasoned decision-making,
FAA developed the impactful requirements without adherence to
Congressional direction, withheld relevant information from the
public and engaged in a multitude of ex parte communications,
implemented unexpected changes, and failed to account for many
significant comments in the final rule, including that it
appears to exceed FAA’s authority. Additionally, the rule
violates the 4th Amendment by requiring nearly limitless GPS
tracking of all UAS at all times in all locations, including the
curtilage of the home, without warrant or suspicion. FAA cannot
be permitted to ignore the requirements of the APA or circumvent
the Fourth Amendment. The final rule must be vacated.
WHEREFORE, Petitioners respectfully request that the Court
vacate the final rule and remand to the FAA to consult with NIST
and RTCA, publish a new or supplemental NPRM with full
disclosure of all previously undisclosed information and newly
implemented requirements, to properly address material comments,
and to recognize the protections of the Fourth Amendment.
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